Task 1 - Create and configure Active Directory Domain Controller (DC)

a- Create a Windows Server 2019 VM and name it as DC by deploying from the
provided template for Windows Server 2019.

First step right, click on my ID, then new virtual machine.
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the second step, select a creation type - deploy from the template, select next
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go to data canter and select template vm, then select Windows Server 2019 GUI template
select Netxt
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This step, put virtual machine name as DC, and chose location, select my. Select next
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In this step, place the target resources. | choose mine. Select next
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In this step, select my disk and then select next
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In this part only, just select next
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7 Ready to complete.
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this last step, with some information about the system, name of the vm, just select next
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as we can see the vm was created with the name DC.
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In this step, click on right we go to edit settings.
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In this step, it allows customization of hardware such as CPU, memory, among others.
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on the same page, we will go to the network adapter and then click on select browse
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Then a new tab opens with several network options. In this case, | chose the first. Select ok
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As we can see in the in network adpter the one | chose is selected. click ok.
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Now that our VM is ready to start. just select power on. After that click on launch web console.
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Using the password Secret55 we will log in as administrator
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On this screen, it shows the dashboard.

We can see that for now no services such as ADDS, DNS or DHCP are installed.
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In this part we will just minimize the screen. We observe the exclamation mark in the network

part.
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b- In this step | just opened cmd to check if vmware tools. As we can see it was already
installed by default
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c- Configure network adapter for static IP and disable IPv6 for this infrastructure

Right-click on the network icon. then click on open network & internet and settings.
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Go to the left of the select ethernet screen
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Right click on ethernetO, then click properties
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Ip address | chose 10.173.138.220/24 and gateway from my student subnet. and select google
dns. Just click ok
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in this image in summary manually configured IP address.
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d- Add the Active Directory Domain Services (ADDS), DHCP and DNS on DC
Let's go to server manager - dashboard. then click on Add roles and features.
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Select next
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select a server from the server pool. we can see in ip address what | configured previously
appears.
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then select the required services. ADDS, DNS and DHCP
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ADD Feature DNS
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ADDS, click next.
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DHCP Server, Click Next
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now installation in progress
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e- Promote this VM as Domain Controller and configure your first domain as
DVLab1l.com

Click on this Promotion server to a domain controller
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Click ADD a new forest, in root domain — typing DVlab1.com. Select Next
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Just type Password and confirmation password. In this case Secret55
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Click Next
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This image shows Domain controller has been installed and needs to be restarted.
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As we can see we now have a domain, DVLABI. Just typing password.
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Select Next to install DCHP server
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DCHP has been created.
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f- Complete DHCP configuration and create new scope for 10 machines.
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select ipv4 and click on the right mouse, go to new scope.
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in name | type pool and description | put 10 ips. click next
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in start, select the first ip address in the range. in this case | chose to start at 10.173.138.224
and end ip address 10.173.138.233.

in Length in this case 24. because sub mask 255.255.255.0
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Just Click Next
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in this part ip address of my subnet. in this case 10.173.138.1.,
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Just click next
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In this step, since the configuration has been completed, just confirm to activate now. in this
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Just click Finish.
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in address pool shows a range of IP addresses
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g- Make sure machine is identifying domain in Network Adapter settings

This scope option tab shows in summary the router, DNS and domain network configuration.
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Task2- Configure Users and Computers in Domain Controller

a. Create the following Organizational as per given hierarchy.

In dashboard click on tools. go to active directory users and computers
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right-click on the ORG that was created next new, Organizational Units
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right-click on the ORG that was created next new, Organizational Units
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right-click on the ORG that was created next new, Organizational Units and
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right-click on workstations that was created next new, Organizational Units and

- o x

« * I 0@ :

o 6 < bid Brasi [ in.. @ ANIA GO 1 @ Freit e pw Consulta Proce .

Enorce US Keyboard Layout | View Fuliscreen | Send Cri+Alt+Delete

3 Active Directory Users and C

File Action View Help

ol Fox 7] LamToN

Delegate Contrel
Move..

Find.

New » Computer

Al Tasks

View

Cut
Delete mslmaging-PSPs
Renzme

MSMQ Queue Alias

— Organizstional Unit

xport Lit
==t Printer
Properies User

Help Shared Folder

POR

o il as <0 e O g - Bo2e - k| " pm2 LR ey |

- o x

« * I 0@ :

o 6 < bid Brasi [ in.. @ ANIA GO 1 @ Freit e pw Consulta Proce .

IS Keyboard Layout | View Fullscreen | Send Cirl+Alt+ Delete

Mew Object - Organizational Unit x

Cosern:  DiLab oo

M Mame
™

[ Pretecs coreanes bom sccsdertal delesor

[ Cancel Helo

12:43
1610202 &

| oas A D@ @BOR2e B d Y ~ 2



DC - Summary x @ x + v - 0 X

C & wicsit3ave-vesa03.conestogac.on.ca, N unumM i faa 4 a v » 0@

© (5 TUDO 0 QUE @ Superbid rasil - Le.. [l Lei3o niin.. @) LOTOMANIAGOND.. @ Freit <Onii. P ConsultaProcessua.. & Pr o Cartpr . ' .

Enforce US Keyboard Layout | View Fullscreen | Send Giris s Delete

These are no items to show in this view.

1244

10°C BB Q search SO e D (:‘ - B0 2 e < ﬂ _ o :\C:-:i FTD® 000 #

B- Go to Users = Copy Administrator and create one more administrative user with
your name
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Copy as administrator and create Eduardo branco with eduardoadm@dvlabl.com
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Click finish
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Create one more copy
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x s - 0 X

a 2w T 0§ ¢

Send Cii+AltsDe

[ R

Corfim pasaword

] Usar msn changa passwor

L User carrct sharge passwerd
Password neves sxpres

[mpeTy—

Summar x @ x o+ s - 0 x

sit3

fiorce US Keyboard Layout | View Fullscreen | Send Ciri+Alt+Delete

M When you chck Frush, the folawng sbject wil be created
Copy from Admresrator

Full nam: Cane Admen

Usae bogon name: caradm

The password never expees

Hations and

tretles |

! Al g

12:56
16/10/2023

9

M Qs A Tk Q6 BORe




right-click on the citrix user and then move
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choose destination as ORG\admin users
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d-Edit Citrix Admin User and remove Member of profile for Administrator, Enterprise
Admin and Schema Admin

two click on citrix admin, Go to member of, select administrator, enterprise admin and
schema admins. click on remove

vSphere - DC - Summary x @rc x  + - o x
@ wicsit3avc-ucsaD3.conestogac.on.calu lan unumM AdeSt AcAT-Bf8a 4 a g w 0@ ¢
o I (=] [ -] @ P & T - .

Enforce US Keyboard Layout | View Fullsereen | Send Ciri+Alt+Delete

Enforce US Keyboard Layout | View Fuliscreen | Send Ciii+Alt+Delete

B Qs MAnLO0EC-B0O2e 0B A R T



as we can see in this image it was removed.
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Task3- First step right click on my ID then new virtual machine.
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go to data canter and select template vm, then select Windows Server 2019 gui template select
netxt
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In this step, place the target resources. | choose mine. Select next
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In this step, | check mark in Customize machine hardware, select next
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In this last step, | customize and selected 10 GB of RAM and navigated to network adapter and
selected the first network. Select next
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Click Finish
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Navigating to control panel, networking and internet, network connections. We can see
that this machine has already received the IP address automatically.
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In this step we will connect the machine to the domain. Navigating to control panel,
system and security, system. then click on change settings
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in this window click on change
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This window requires a username and password.
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In this step has been completed. After that, the machine asks to restart.
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